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Abstract 
Recent quantum hardware advancements from Google, IBM, D-Wave, Quantinuum, Microsoft, and 

others are crucial not only for computation but also for propelling related quantum domains including 

simulation, sensing, networking, and quantum/AI hybrids. They exemplify the potential to tackle 

problems far beyond classical reach, particularly through quantum simulation for applications like 

novel drug discovery and materials science engineering. Furthermore, the improved qubit control and 

coherence demonstrated in novel quantum chips underpin progress in quantum sensing, promising new 

levels of precision. Advances in error correction and the development of logical qubits are fundamental 

steps towards realizing robust quantum communication networks (the ‘quantum internet’) and 

distributed quantum computing. Collectively, these quantum chips embody a broader strategy of 

iterative hardware upgrades moving the industry closer to practical, reliable, large-scale fault-tolerant 

quantum computing. Such scalable systems hold the potential to revolutionize industries like healthcare, 

finance, energy, and defense and to boost general-purpose technologies including agentic AI, 

biotechnology, and nuclear fusion.  

Quantum technology’s dual use character brings with it the need to balance maximizing benefits with 

mitigating risks. In this spirit, we argue that quantum technology development should best be guided by 

a framework for Responsible Quantum Technology, operationalized by a set of tailored principles to 

optimize risk-benefit curves.   

Quantum’s benefits can thus outweigh its risks, if developed and implemented responsibly. Responsible 

Quantum Technology (RQT) is a framework designed to ensure research and innovation efforts align 

with societal demands and enhance planetary welfare. However, the rapid advancement of quantum 

technologies currently outpaces the establishment of a coherent global governance framework, and 

lacks unified interoperability standards, certification, performance benchmarking, verification, and 

quantum-ready quality management systems (QMS). In this new cycle of technology governance, 

responsible quantum innovation must remain a top priority. Here, the Stanford RQT framework along 

with its 10 guiding principles, can provide essential direction, including ethical alignment between AI 

and quantum. Absent comprehensive formal regulations beyond national (cyber)security and export 

controls that safeguard and advance quantum technology, society and humankind, stakeholders should 

leverage self-regulatory instruments such as quantum technology assessment tools to proactively 

navigate their ethical, legal, socio-economic, and policy (ELSPI) implications. This paper argues for 

such a principled approach, guiding developers, vendors, and end-users to comply with emerging RQT 

and ELSPI best practices, standards, and guardrails. A principled approach to quantum technology not 

only results in competitive first mover advantages vis-a-vis future regulatory compliance and market 

entrance requirements, but also supports the safe, equitable and beneficial deployment of quantum 

systems and products into our societies. 

 

Introduction 
In December 2024, Google announced its next generation quantum computing chip named Willow.2 

Google's Willow 105 superconducting transmon qubit chip represents a significant advancement in 

 
1 Mauritz Kop is Founder of the Stanford Center for Responsible Quantum Technology. 
2 Hartmut Neven, Meet Willow, our state-of-the-art quantum chip, Dec 9, 2024,  

https://blog.google/technology/research/google-willow-quantum-chip/  

https://blog.google/technology/research/google-willow-quantum-chip/
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quantum technology, addressing key challenges – including higher qubit count and fidelity, refined 

architecture and connectivity, and improved error correction schemes, that have obstructed the field's 

progress.3 Willow has achieved a milestone by demonstrating that increasing the number of encoded 

qubits can exponentially reduce error rates and improve logical performance, surpassing a critical 

threshold that has been a challenge for over 30 years.4 In other words, Willow is the first processor where 

error-corrected qubits get exponentially better as they get bigger.5 During performance benchmarking 

tests, it completed a complex computation in under five minutes—a task that would take the fastest 

classical supercomputers an estimated 10 septillion years, a timeframe exceeding the age of the universe.  

IBM continues its hardware advancements, unveiling the 1,121-qubit 'Condor' processor in late 2023 as 

a testbed for scaling, alongside the 133-qubit 'Heron' processor, which boasts significantly lower error 

rates and forms the basis for IBM's modular 'System Two' architecture.6 IBM's roadmap targets 

processors capable of handling 15,000 gates via error mitigation by 2028 ('Flamingo') and systems with 

over 4,000 qubits by 2025, emphasizing a move towards 'quantum utility' through modularity and 

integration with classical resources.7  

D-Wave, focusing on quantum annealing, announced the calibration of a 4,400+ qubit 'Advantage2' 

processor in November 2024, demonstrating substantial performance gains over its predecessor, 

including doubled coherence times and 20-way connectivity.8 This follows the availability of a 1,200+ 

qubit Advantage2 prototype earlier in 2024. In March 2025, D-Wave published research claiming 

quantum computational supremacy over classical supercomputers for a specific materials simulation 

problem using an Advantage2 prototype, highlighting the potential of annealing for certain optimization 

and simulation tasks.9 

Quantinuum, utilizing trapped-ion technology, unveiled its 'System Model H2' with 56 qubits in June 

2024.10 In collaboration with Microsoft, Quantinuum demonstrated significant progress in creating 

reliable logical qubits, achieving 4 logical qubits from 30 physical qubits in April 2024 with an 800-fold 

error reduction, and subsequently scaling to 12 logical qubits on the H2 system by September 2024.11  

 
3 Google Quantum AI and Collaborators. Quantum error correction below the surface code threshold. Nature 

(2024). https://doi.org/10.1038/s41586-024-08449-y  
4 See: https://www.forbes.com/sites/abdoriani/2024/12/25/what-does-googles-willow-chip-mean-for-startups-in-

2025/  
5 Michael Newman and Kevin Satzinger, Making quantum error correction work, Google Research, Google 

Quantum AI team, Dec 9, 2024, https://research.google/blog/making-quantum-error-correction-work/  
6 IBM, IBM Says New 1,000-plus Processors Help Advance Industry Toward Quantum Utility, Dec 4, 2023, 

https://thequantuminsider.com/2023/12/04/ibm-says-new-1000-plus-processors-to-advance-toward-quantum-

utility/. 
7 Al-Mohssen, H., Al-Ghamdi, M., Alballa, N. et al. IBM Quantum Computers: Evolution, Performance, and 

Future Directions. arXiv preprint arXiv:2410.00916 (2024). https://arxiv.org/html/2410.00916 and IBM, The era 

of quantum utility with IBM Quantum, Oct 22, 2024, 

https://indico.cern.ch/event/1338689/contributions/6080333/attachments/2952086/5189637/2024-10-22-

CHEP_IBM_VoicaRadescu.pdf. 
8 D-Wave, D-Wave Achieves Significant Milestone with Calibration of 4,400+ Qubit Advantage2 Processor, Nov 

6, 2024, https://www.dwavesys.com/company/newsroom/press-release/d-wave-achieves-significant-milestone-

with-calibration-of-4-400-qubit-advantage2-processor. 
9 D-Wave, Beyond Classical: D-Wave First to Demonstrate Quantum Supremacy on Useful, Real-World 

Problem, Mar 12, 2025, https://ir.dwavesys.com/news/news-details/2025/Beyond-Classical-D-Wave-First-to-

Demonstrate-Quantum-Supremacy-on-Useful-Real-World-Problem/default.aspx 
10 Quantinuum, Quantinuum Launches Industry-First, Trapped-Ion 56-Qubit Quantum Computer, Breaking Key 

Benchmark Record, June 5, 2024, https://www.quantinuum.com/press-releases/quantinuum-launches-industry-

first-trapped-ion-56-qubit-quantum-computer-that-challenges-the-worlds-best-supercomputers 
11 Quantinuum, Quantinuum and Microsoft achieve breakthrough that unlocks a new era of reliable quantum 

computing, Apr 3, 2024, https://www.quantinuum.com/blog/a-new-breakthrough-in-logical-quantum-computing-

reveals-the-scale-of-our-industry-leadership  

https://doi.org/10.1038/s41586-024-08449-y
https://www.forbes.com/sites/abdoriani/2024/12/25/what-does-googles-willow-chip-mean-for-startups-in-2025/
https://www.forbes.com/sites/abdoriani/2024/12/25/what-does-googles-willow-chip-mean-for-startups-in-2025/
https://research.google/blog/making-quantum-error-correction-work/
https://thequantuminsider.com/2023/12/04/ibm-says-new-1000-plus-processors-to-advance-toward-quantum-utility/
https://thequantuminsider.com/2023/12/04/ibm-says-new-1000-plus-processors-to-advance-toward-quantum-utility/
https://arxiv.org/html/2410.00916
https://indico.cern.ch/event/1338689/contributions/6080333/attachments/2952086/5189637/2024-10-22-CHEP_IBM_VoicaRadescu.pdf
https://indico.cern.ch/event/1338689/contributions/6080333/attachments/2952086/5189637/2024-10-22-CHEP_IBM_VoicaRadescu.pdf
https://www.dwavesys.com/company/newsroom/press-release/d-wave-achieves-significant-milestone-with-calibration-of-4-400-qubit-advantage2-processor
https://www.dwavesys.com/company/newsroom/press-release/d-wave-achieves-significant-milestone-with-calibration-of-4-400-qubit-advantage2-processor
https://ir.dwavesys.com/news/news-details/2025/Beyond-Classical-D-Wave-First-to-Demonstrate-Quantum-Supremacy-on-Useful-Real-World-Problem/default.aspx
https://ir.dwavesys.com/news/news-details/2025/Beyond-Classical-D-Wave-First-to-Demonstrate-Quantum-Supremacy-on-Useful-Real-World-Problem/default.aspx
https://www.quantinuum.com/press-releases/quantinuum-launches-industry-first-trapped-ion-56-qubit-quantum-computer-that-challenges-the-worlds-best-supercomputers
https://www.quantinuum.com/press-releases/quantinuum-launches-industry-first-trapped-ion-56-qubit-quantum-computer-that-challenges-the-worlds-best-supercomputers
https://www.quantinuum.com/blog/a-new-breakthrough-in-logical-quantum-computing-reveals-the-scale-of-our-industry-leadership
https://www.quantinuum.com/blog/a-new-breakthrough-in-logical-quantum-computing-reveals-the-scale-of-our-industry-leadership
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Quantinuum's roadmap aims for a fault-tolerant system ('Apollo') by 2030, with intermediate systems 

like 'Helios' (planned for 2025) expected to support over 10 logical qubits.12 

Microsoft announced its 'Majorana 1' chip in February 2025, representing a significant step in its pursuit 

of topological qubits based on Majorana Zero Modes (MZMs).13 This approach aims to create inherently 

stable, small, and fast qubits, potentially scalable to a million qubits on a single chip. While the creation 

and control of MZMs in their novel 'topoconductor' material mark a scientific advance,14 the technology 

is still in its early stages compared to more established qubit modalities, with the practical realization 

and scaling of robust topological qubits remaining an ongoing research and engineering challenge.15 

These developments exemplify the potential of quantum computers to tackle problems far beyond the 

reach of traditional computing, including novel drug discovery, materials science and engineering, 

optimization problems, and complex simulations that are currently infeasible. The chips embody a 

broader strategy of iterative hardware upgrades that moves the industry closer to practical and reliable, 

large-scale fault-tolerant quantum computing. Scalable quantum computers have the potential to 

revolutionize various industries such as healthcare, finance, and energy - and boost general purpose 

technologies including agentic AI, biotechnology, and nuclear fusion.16  

 

Quantum ELSPI: Ethical, Legal, Socio-economic, and Policy Implications 
As with any emerging technology such as semiconductors, AI, nanotechnology, spatial computing, 

synthetic biology, and nuclear fission, quantum brings with it interrelated ethical, legal, socio-economic, 

and policy implications (Quantum ELSPI) and concerns.17 One such concern is that of technological 

justice: how we can ensure that all of humankind can reap the benefits of innovating with and using 

these promising technologies in an equitable manner, warranting safe, responsible access to them? 

Another consideration concerns quantum technologies’ dual use, e.g. usability for both civil and military 

purposes. Although dual use isn’t a bad thing per se, one would want to avoid military use of quantum 

technologies by adversaries, prevent criminal use by terrorists, and steer clear of letting quantum/AI 

hybrids revolutionize warfare. In governing quantum technologies, we should learn from managing the 

closely related cases of nuclear fusion and nuclear fission. Their continuing uses are justified on the 

basis that nuclear isotopes are usable in medicine and that nuclear fission can power entire cities. We 

have done little to address the capability of nuclear bombs to destroy entire countries.  Yet we could 

learn from policy mistakes and build on policy successes to deal with closely related disruptive 

technologies and with AI, a field showing us on a daily basis how important it is for governments to 

work with companies and universities to actively implement concrete measures to counteract 

 
12 Quantinuum, Quantinuum Unveils Accelerated Roadmap to Achieve Universal, Fully Fault-Tolerant Quantum 

Computing by 2030, Sept 10, 2024, https://www.quantinuum.com/press-releases/quantinuum-unveils-

accelerated-roadmap-to-achieve-universal-fault-tolerant-quantum-computing-by-2030  
13 Microsoft, Microsoft unveils Majorana 1, the world's first quantum processor powered by topological qubits, 

Feb 19, 2025, https://azure.microsoft.com/en-us/blog/quantum/2025/02/19/microsoft-unveils-majorana-1-the-

worlds-first-quantum-processor-powered-by-topological-qubits/ 
14 Microsoft, Microsoft's Majorana 1 chip carves new path for quantum computing, Feb 19, 2025, 

https://news.microsoft.com/source/features/innovation/microsofts-majorana-1-chip-carves-new-path-for-

quantum-computing/  
15 Ball, P., Experts Weigh in on Microsoft's Topological Qubit Claim, Physics 18, 57 (2025). 

https://physics.aps.org/articles/v18/57 
16 Mauritz Kop et al., A Brief Quantum Medicine Policy Guide, Harvard Law School, Petrie-Flom Center Bill of 

Health, Dec. 6, 2024, https://blog.petrieflom.law.harvard.edu/2024/12/06/a-brief-quantum-medicine-policy-

guide/  
17 Mauritz Kop, Quantum-ELSPI: A Novel Field of Research. DISO 2, 20 (2023). 

https://doi.org/10.1007/s44206-023-00050-6  

https://www.quantinuum.com/press-releases/quantinuum-unveils-accelerated-roadmap-to-achieve-universal-fault-tolerant-quantum-computing-by-2030
https://www.quantinuum.com/press-releases/quantinuum-unveils-accelerated-roadmap-to-achieve-universal-fault-tolerant-quantum-computing-by-2030
https://azure.microsoft.com/en-us/blog/quantum/2025/02/19/microsoft-unveils-majorana-1-the-worlds-first-quantum-processor-powered-by-topological-qubits/
https://azure.microsoft.com/en-us/blog/quantum/2025/02/19/microsoft-unveils-majorana-1-the-worlds-first-quantum-processor-powered-by-topological-qubits/
https://news.microsoft.com/source/features/innovation/microsofts-majorana-1-chip-carves-new-path-for-quantum-computing/
https://news.microsoft.com/source/features/innovation/microsofts-majorana-1-chip-carves-new-path-for-quantum-computing/
https://physics.aps.org/articles/v18/57
https://blog.petrieflom.law.harvard.edu/2024/12/06/a-brief-quantum-medicine-policy-guide/
https://blog.petrieflom.law.harvard.edu/2024/12/06/a-brief-quantum-medicine-policy-guide/
https://doi.org/10.1007/s44206-023-00050-6
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disinformation with verifiable factual information and to avert techno-authoritarianism, bias against 

minorities, and winner-takes-all dynamics. 

Such concerns warrant governance mechanisms making norms, standards, and regulations congruent 

with a liberal-democratic vision of a free world, with a basis in civil liberties, human rights, and the rule 

of law.18 

Inherent in both quantum technology and artificial intelligence are mind-bending capacities presently 

unimaginable for great benefit and great harm. So catalyzing innovation cannot be the sole priority 

underlying their planning, development and deployment. If these wonders are not to lead, either in 

concert or separately, to perils beyond the vistas of human imagination, then investment, research and 

development, and deployment must take place within a framework of values that prioritizes the greatest 

requirements of civil society, including safeguarding the economy.  

 

Quantum Technology Governance 
AI governance refers to the frameworks, policies, and practices designed to guide the development and 

deployment of artificial intelligence in a way that is transparent, accountable, and aligned with societal 

values. It involves setting ethical standards, establishing regulatory compliance, and creating oversight 

mechanisms to ensure that AI systems respect human rights, mitigate biases, preserve privacy, and 

minimize potential harms.19 By promoting collaboration among governments, industry, academia, and 

civil society, AI governance aims to balance innovation with responsibility, ensuring that AI’s benefits 

are widely shared while its risks are responsibly managed. 

Quantum technology introduces capabilities beyond traditional computing, including powerful new 

methods for data processing, encryption, and sensing that operate at a fundamentally different physical 

level. These novel possibilities demand updated regulations, ethical guidelines, and cooperative 

frameworks to address unprecedented risks—such as the breaking of current encryption standards—and 

to ensure that quantum-driven innovations benefit society as a whole. Thus, quantum triggers the next 

governance cycle, requiring policymakers, industry, and civil society to collaborate on robust oversight 

and standards for this transformative technology.20 

Quantum technology, machine learning and nature-inspired computation are currently combined in 

fields like chemistry, optimization, and materials science, with exciting quantum-classical hybrid 

approaches emerging in healthcare, finance, defense, and beyond.21  

In addition to exacerbating AI risks, second generation quantum technologies directly harnessing 

counter-intuitive quantum mechanical effects are expected to transform society in ways beyond human 

imagination. Large-scale cybersecurity threats, unprecedented surveillance capabilities, equal access, 

and equitable distribution of benefits are among the pressing issues, highlighting novel ethical, legal, 

socio-economic, and public & geostrategic policy questions.22  

 
18 Mauritz Kop & Vivek Wadhwa, How to Prevent Quantum-A.I. Hybrids from Taking Over the World, Fortune, 

May 16, 2023, https://fortune.com/2023/05/16/how-to-prevent-quantum-ai-hybrids-taking-over-world-tech-kop-

wadhwa/  
19 Mauritz Kop, Establishing a Legal-Ethical Framework for Quantum Technology, Yale Journal of Law & 

Technology (The Record) (2021), https://yjolt.org/blog/establishing-legal-ethical-framework-quantum-

technology  
20 See e.g. https://www.oecd.org/sti/science-technology-innovation-outlook/technology-governance/  
21 Stanford Responsible Quantum Technology Conference: Novel Quantum Applications and Use Cases, May 

22, 2023, https://youtu.be/Id3F2qLPy3c   
22 Gasser, U., De Jong, E. & Kop, M. A call for responsible quantum technology. Nat. Phys. 20, 525–527 (2024). 

https://doi.org/10.1038/s41567-024-02462-8  

https://fortune.com/2023/05/16/how-to-prevent-quantum-ai-hybrids-taking-over-world-tech-kop-wadhwa/
https://fortune.com/2023/05/16/how-to-prevent-quantum-ai-hybrids-taking-over-world-tech-kop-wadhwa/
https://yjolt.org/blog/establishing-legal-ethical-framework-quantum-technology
https://yjolt.org/blog/establishing-legal-ethical-framework-quantum-technology
https://www.oecd.org/sti/science-technology-innovation-outlook/technology-governance/
https://youtu.be/Id3F2qLPy3c
https://doi.org/10.1038/s41567-024-02462-8
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While these inherently dual use technologies steadily progress yet remain malleable, a Stanford led team 

of experts from various disciplines exploring their potential impact proposed a principled approach to 

quantum innovation.23 In this spirit, we argue that quantum technology development should best be 

guided by a framework for Responsible Quantum Technology, operationalized by a set of tailored 

principles to optimize risk-benefit curves.24  

 

Benefits and Risks of Quantum Technologies  

To make quantum governance work it is essential to examine both the benefits and risks associated with 

quantum technology. While research into quantum’s challenges and opportunities remains ongoing, 

early findings indicate that these developments can be understood as (1) inherently quantum-specific; 

(2) broadly applicable across various system technologies; and (3) emerging from technological 

synergies or hybrid approaches that integrate quantum, classical High-Performance Computing (HPC), 

AI, and bioengineering. A comprehensive framework is needed to categorize and investigate the 

quantum’s affordances, opportunities, and solutions alongside the risks, challenges, and threats across 

each quantum domain—such as computation, cryptography and simulation, sensing and metrology, 

communication and networking, and materials and devices—and within each industrial sector. The 

Quantum-ELSPI metaparadigm offers a structured approach to this endeavor. 

 

Benefits, Opportunities, and Solutions per Quantum Domain 

Implementing Responsible Quantum Technology (RQT) can begin with prioritizing quantum 

applications that advance the United Nations Sustainable Development Goals (SDGs). Quantum SDG-

Use Cases abound, from harnessing transformative computing power for scientific research and drug 

discovery to leveraging quantum simulation for improved battery design, carbon capture, and 

sustainable materials. Hospitals, clinical trials, and surgery scheduling can be optimized with quantum 

algorithms, while quantum dots facilitate targeted drug delivery or cancer imaging. Further examples of 

benefits include precision laser therapy, quantum chemistry and spectroscopy, protein synthesis, novel 

materials for aerospace engineering, alternative energy discovery and development, powerplant logistics 

& optimization, seismic imaging and prediction, lowering the cost of advanced computer access for the 

world’s poorest countries, equitable access to quantum cloud computing and the future quantum internet, 

secure data & communication, resource optimization, water management, 21-day weather forecasting 

and novel fertilizers to improve agriculture, sustainable foods, industrial catalysts, cleantech, and climate 

modeling. More broadly, quantum-safe cryptology serves as a Privacy Enhancing Technique (PET), 25 

complementing secure multiparty computing (SMPC) and blind quantum computation to establish 

confidential quantum cloud computing and a secure quantum internet. 

 

United Nations International Year of Quantum Science and Technology (IYQ) 

As mentioned above, one practical way of using physics for good and for a better world is by prioritizing 

investments in quantum applications that support the United Nations Sustainable Development Goals 

 
23 Mauritz Kop et al 2024, 10 Principles for Responsible Quantum Innovation, Quantum Sci. Technol. 9 035013 

DOI 10.1088/2058-9565/ad3776, https://iopscience.iop.org/article/10.1088/2058-9565/ad3776  
24 Mauritz Kop. et al., Towards Responsible Quantum Technology, Harvard Berkman Klein Center for Internet 

& Society, Research Publication Series 2023-1, Harvard University 2023, 

https://cyber.harvard.edu/publication/2023/towards-responsible-quantum-technology Compare to: Ten Holter, C, 

P Inglesant, M Pijselman, and M Jirotka, “Towards Responsible Quantum Computing.” EY 2024, 

https://ora.ox.ac.uk/objects/uuid:5a53bc81-0d33-496c-a16e-554074c0181e  
25 Mauritz Kop, Regulating Quantum & AI in Healthcare: A Brief Policy Guide, EU AI Alliance, European 

Commission, Dec. 7, 2024, https://futurium.ec.europa.eu/en/european-ai-alliance/document/regulating-quantum-

ai-healthcare-brief-policy-guide  

https://iopscience.iop.org/article/10.1088/2058-9565/ad3776
https://cyber.harvard.edu/publication/2023/towards-responsible-quantum-technology
https://ora.ox.ac.uk/objects/uuid:5a53bc81-0d33-496c-a16e-554074c0181e
https://futurium.ec.europa.eu/en/european-ai-alliance/document/regulating-quantum-ai-healthcare-brief-policy-guide
https://futurium.ec.europa.eu/en/european-ai-alliance/document/regulating-quantum-ai-healthcare-brief-policy-guide
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(SDG) and by promoting novel UN SDG quantum use cases.26 In June 2024, the United Nations General 

Assembly proclaimed 2025 as the International Year of Quantum Science and Technology (IYQ).27 This 

global initiative aims to celebrate the centennial of quantum mechanics and raise public awareness about 

the -such as the World Quantum Day Summit- significance of quantum science and its applications.28 

Throughout 2025, various activities and events will be organized to highlight the impact of quantum 

technologies on modern society and their potential to address pressing global challenges.29 The IYQ 

seeks to inspire the next generation of scientists and ensure equitable access to quantum education and 

opportunities worldwide.30 

 

Risks, Challenges, and Threats per Quantum Domain 

A central concern is the potential for quantum algorithms to break current cryptographic protocols, 

undermining cybersecurity and trust in societal institutions. Quantum’s dual-use nature—combining 

long development cycles with unpredictable outcomes—raises further questions about unknown 

hazards. For instance, quantum simulation could yield groundbreaking vaccines or chemical catalysts 

while also fostering nefarious biological or chemical weapons. Similarly, miniaturized quantum devices 

may advance environmental goals but risk being repurposed for pervasive surveillance and 

infringements on human rights.31 Fragmented interoperability standards and an incompatible patchwork 

of quantum protocols along geopolitical lines could further exacerbate these concerns. 

When augmented with AI and bioengineering, quantum technologies intensify existing ethical issues 

around national security, privacy, product safety, liability, intellectual property, market competition, and 

fairness.32 The imperative for RQT becomes evident if these quantum systems, whether in defense or 

commercial contexts, lack robust ethical and legal boundaries—potentially resulting in large-scale 

privacy violations, exposure of sensitive trade or state secrets, or disproportionate market dominance 

through exacerbation of winner-takes-all market dynamics. 

Such trajectories could have profound and disruptive effects on fundamental human rights, particularly 

in areas like privacy and data protection.33 Potential risks include large-scale privacy loss, identity theft, 

compromised confidentiality and integrity of digital communications, disruption of commercial 

transactions, exposure of sensitive trade and state secrets, and the escalation of global surveillance 

activities. 

 

Q-Day 

Scalable quantum computing could address humanity’s most pressing challenges by offering 

unparalleled computational capacity for both cosmological and subatomic investigations. However, 

quantum’s dual-use character means adversarial actors can exploit this powerful technology for harmful 

 
26 Niemela, J.J. Physics for a better world. Nat. Phys. 17, 871–872 (2021). https://doi.org/10.1038/s41567-021-

01311-2  
27 See: https://www.aps.org/about/news/2024/06/united-nations-2025-iyq  
28 See in this light: Mark Coeckelbergh, UN General Assembly adopts resolution on artificial intelligence 

March 26, 2024, https://dai.ki/blog/un-general-assembly-adopts-resolution-on-artificial-intelligence/  
29 See: World Quantum Day Summit 
30 See: https://quantum2025.org/en/  
31 For further reading on quantum technologies becoming instrumental in both security and warfare, see Zhou Q., 

The subatomic arms race: Mutually assured development, HARVARD INTERNATIONAL REVIEW, (2021), 

https://hir.harvard.edu/the-subatomic-arms-race-mutually-assured-development/ 
32 On guardrails for AI, see: Urs Gasser and Viktor Mayer-Schönberger, Guardrails: Guiding Human Decisions in 

the Age of AI, Princeton University Press 2024, 

https://press.princeton.edu/books/hardcover/9780691150680/guardrails  
33 See e.g. Jane Bambauer, Quantum Policy: A Primer for Policymakers, Abundance Institute, Aug. 2024,  

https://abundance.institute/articles/a-quantum-policy-primer  

https://doi.org/10.1038/s41567-021-01311-2
https://doi.org/10.1038/s41567-021-01311-2
https://www.aps.org/about/news/2024/06/united-nations-2025-iyq
https://dai.ki/blog/un-general-assembly-adopts-resolution-on-artificial-intelligence/
https://bit.ly/wqds2025
https://quantum2025.org/en/
https://hir.harvard.edu/the-subatomic-arms-race-mutually-assured-development/
https://press.princeton.edu/books/hardcover/9780691150680/guardrails
https://abundance.institute/articles/a-quantum-policy-primer
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ends. To avoid such hazards while realizing quantum computing’s affordances, it is vital to prepare 

cybersecurity infrastructures for “Q-day,” the day when current RSA and AES encryption fails. Shifting 

to a quantum-safe architecture—through post-quantum cryptography (PQC), homomorphic encryption, 

and quantum key distribution (QKD)—is a massive initiative requiring significant R&D investment, 

comprehensive workforce training, updated software and hardware structures, robust regulatory 

frameworks, global collaboration, and the adoption of NIST quantum-resistant standards. 

Anticipatory governance34—encompassing technology forecasting, horizon scanning, scenario 

planning, and impact assessment—should guide quantum’s integration into society before it becomes 

irreversibly entrenched.35  By recognizing the interdependence of these innovations and establishing 

careful oversight, stakeholders can maximize the technology’s transformative potential while 

minimizing its inherent risks.36 

 

Responsible Research and Innovation (RRI)  
Responsible Research and Innovation (RRI)37 is a concept that promotes the inclusion of societal 

considerations in the entire research, development and innovation process, from the early stages of 

research to the dissemination and exploitation of its results. The idea behind RRI is that scientific and 

technological advancements should not only focus on scientific excellence and economic benefits, but 

also on social norms and ethical values, environmental sustainability, and public engagement. The four 

key dimensions of RRI are anticipation, reflexivity, inclusion, and responsiveness.38 

RRI aims to ensure that research and innovation activities are aligned with the needs and expectations 

of society and contribute to the well-being of citizens. To achieve this, RRI emphasizes the importance 

of collaboration and co-creation among different stakeholders, including researchers, industry, 

policymakers, civil society organizations, and citizens. In addition, RRI promotes the development of 

transparent and open communication channels between researchers and the general public to ensure that 

their activities are conducted in a responsive and accountable manner. 

RRI aims to foster a culture of R&D and innovation that is socially responsible, beneficial, sustainable, 

and inclusive, and that actively engages citizens in shaping the direction of R&D and innovation 

activities towards the common good. 

 

Responsible Quantum Technology  
Let us now return to the principled approach to quantum technology embodied in RQT. 

Responsible Quantum Technology means engaging with QT in a manner congruent with Quantum-

ELSPI considerations, while responding to key RRI dimensions. From this it follows, for example, that 

RQT should correspond with quantum ethics, a step that requires interdisciplinary efforts identifying the 

 
34 de Jong, E. Own the Unknown: An Anticipatory Approach to Prepare Society for the Quantum Age. Digital 

Society, Quantum-ELSPI TC DISO 1, 15 (2022). https://doi.org/10.1007/s44206-022-00020-4  
35 E. Perrier, The Quantum Governance Stack: Models of Governance for Quantum Information Technologies, 

Digital Society, Quantum-ELSPI TC, 1, 22, Springer Nature, (2022), 

https://link.springer.com/article/10.1007/s44206-022-00019-x  
36 See also: https://dai.ki/blog/daiki-announces-support-for-the-stanford-center-for-responsible-quantum-

technology/  
37 P. Inglesant et al, Responsible Innovation in QT applied to Defence and National Security, NQIT, (2018).  
38 Stilgoe, Jack & Owen, Richard & Macnaghten, Phil, 2013. "Developing a framework for responsible 

innovation," Research Policy, Elsevier, vol. 42(9), pages 1568-1580, https://doi.org/10.1016/j.respol.2013.05.008  

https://doi.org/10.1007/s44206-022-00020-4
https://link.springer.com/article/10.1007/s44206-022-00019-x
https://dai.ki/blog/daiki-announces-support-for-the-stanford-center-for-responsible-quantum-technology/
https://dai.ki/blog/daiki-announces-support-for-the-stanford-center-for-responsible-quantum-technology/
https://doi.org/10.1016/j.respol.2013.05.008
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dilemma’s ingrained in making quantum technologies ethical, adhering to context-specific methods.39 

Crucially, such methods should take into account the exceptional quantum mechanical phenomena such 

as superposition, entanglement, and tunneling, that make QT so counter-intuitively different. Second-

generation (2G) quantum technologies are unique because they directly harness these principles to 

achieve quantitative (speed, fidelity) and qualitative (novel functionality) advantages over classical 

systems. As such, a tailor-made approach should be developed to attend to legal, ethical, socio-

economic, and policy implications of QT, which are interrelated and in constant flux.  

In addition to a new form of applied ethics, a technological revolution requires a recalibration of legal 

frameworks. To evolution of law. RQT should abide to legal norms such as the rule of law, 

proportionality and subsidiarity. Future legislation should mitigate quantum specific risks and maximize 

benefits, while affording legal certainty and incentivizing Responsible Quantum Innovation (RQI). 

Regulating QT is a balancing act between underregulation and overregulation. According to the 

Collingridge dilemma there is always a trade-off when trying to control a certain technology: too soon 

may severely hinder the desired positive innovation externalities, too late causes unwanted path 

dependencies after the technology becomes locked-in.  

Societal, or socio-economic considerations relating to QT are about sociotechnical acceptability. QT 

should be developed and used in a manner that gives priority to societies’ most pressing goals and needs, 

such as cybersecurity, economic stability, equality in opportunity, affordable healthcare, interplanetary 

travel, and managing climate change. QT’s burdens and gains should be equitably distributed across 

members of society, utilizing post-Rawlsian methods. 

The policy domain of Quantum-ELSPI mostly concerns public policy and is interrelated and symbiotic 

with ethical, legal, and societal implications, including governance and regulation. Due to quantum’s 

exceptional characteristics and potential societal impact, policy makers should approach QT as 

something unique and unprecedented.40 In unison, policy makers must learn from history and closely 

related fields such as AI, semiconductors, nanotechnology, biotechnology including genetics and 

synthetic biology, extended reality (XR), nuclear fusion & fission, the internet, and social media, - and 

think beyond them - when preparing their interventions. They should build on past successes and take 

note of past mistakes when dealing with closely related disruptive technologies. An important policy 

objective should be to catalyze values-based quantum ecosystems on the regional and global level. 

Often, regulators have to deal with potentially conflicting policy goals: preventing negative social 

outcomes like systemic bias, political and financial instability, intellectual property theft, and fragile 

global supply lines being jeopardized by export controls, versus fair, open trade and unencumbered 

innovation conditions.41 A sustainable quantum innovation agenda with quantum R&D being as "open 

as possible, and as closed as necessary" is required in order to address current national and economic 

security challenges as well as geostrategic concerns, while also working toward globally harmonized 

RQT industry standards that define and mitigate embedded ELSPI issues in relation to QT.  

 

 
39 Mauritz Kop, Ethics in the Quantum Age, Physics World, IOP Publishing, (December 1, 2021), 

https://physicsworld.com/a/why-we-need-to-consider-the-ethical-implications-of-quantum-technologies/  
40 See e.g. Zeki C. Seskir, Pieter E. Vermaas, Oxana Mishina, & Jacob F. Sherson, Addressing the Societal 

Challenges of Quantum Technology Innovation, Widening the Quantum Community in Europe 

- A proposal for the European Quantum Flagship to create an Ethics Working Group, Karlsruhe Institute of 

Technology (KIT), August 2024. 
41 Mauritz Kop, Quantum Computing and Intellectual Property Law, 25 Berkeley Technology Law Journal 2021, 

pp 101-115, https://btlj.org/2022/02/quantum-computing-and-intellectual-property-law/  

https://physicsworld.com/a/why-we-need-to-consider-the-ethical-implications-of-quantum-technologies/
https://btlj.org/2022/02/quantum-computing-and-intellectual-property-law/
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10 Principles for Responsible Quantum Innovation 
Building upon our ideas to help address the risks, challenges, and opportunities associated with quantum 

technology in a second study, our research group suggested to operationalize the RQT paradigm through 

the uptake of 10 Principles for Responsible Quantum Innovation.42 These 10 principles should raise 

awareness, build trust, and guide Responsible Quantum Innovation, and are organized into three 

functional categories with the ultimate goal of safeguarding, engaging and advancing (SEA) quantum 

technologies, society and humankind.43 The key, we find, is to safeguard society through advancing 

quantum technology, taking a responsible, pro-innovation stance. 

Crucially, in addition to teaching and informing the general public -a thing that went wrong with 

nanotechnology resulting in public mistrust and a slowdown of its uptake- the RQT framework including 

its Principles for Responsible Quantum Innovation can be utilized by policy makers to shape and inform 

their daunting task of designing regulatory interventions for QT. For example, the SEA framework can 

also be used to explore solutions to reducing the risks that QT can be used for harmful purposes, reduce 

the risk of unintended counterproductive effects of policy interventions, such as choking crucial global 

supply chains by instigating import, export and trade controls, generally preventing unnecessary 

regulatory burdens that stifle innovation.44 Certainly, an important policy objective for any country is to 

ensure access to critical mineral & rare-earth elements, and unusual materials mostly found outside the 

U.S. and the EU but required for most quantum components in quantum computers, data centers, 

sensors, and networks.45 

In this context -and complementing smart, well-informed hard laws including market entrance 

certification- it is important to consider working with self-regulatory technology impact assessment 

tools to monitor, validate, and audit quantum applications throughout their life cycle, using appropriate 

RQT benchmarking and verification metrics.46 

 

Global Cooperation: Keeping R&D as Open as Possible and as Closed as Necessary 
As QT promises to play a major role in meeting major challenges such as climate change, pollution 

control, and equality of opportunity, it is worrying that the current trend isolates U.S. fundamental 

physics research from the Chinese. Whilst fair competition will be ideal in some quantum domains, 

addressing planetary challenges (such as by using quantum-sensor and quantum-simulation infusion of 

cleantech designed to foster clean air and water and mitigate climate change) will continue to require 

global cooperation.47 What’s more, making universal quantum computers a reality requires the collective 

thinking power of the brightest minds of our world. Nativism and protectionism exemplified by broad 

export controls that stifle global critical mineral and quantum device supply chains, may give the wrong 

 
42 Kop et al (2024), supra note 23. 
43 Kop et al (2023), supra note 24. See also Gasser, De Jong & Kop, supra note 22. 
44 See e.g. William Alan Reinsch, Thibault Denamiel, and Matthew Schleich, Optimizing U.S. Export Controls 

for Critical and Emerging Technologies - Working with Partners, CSIS, Feb 14, 2024, 

https://www.csis.org/analysis/optimizing-us-export-controls-critical-and-emerging-technologies-working-

partners  
45 See e.g. Min-Ha Lee, A Framework for Assessing Vulnerabilities in the Quantum Computing Materials Supply 

Chain, GTG Policy White Paper, Stanford Center for International Security and Cooperation, Oct. 2023, 

https://fsi9-prod.s3.us-west-1.amazonaws.com/s3fs-public/2023-11/2023-10-27_-_minha_lee_-

_quantum_computing_mapping_supply_chain_vulns_final.pdf   
46 Mauritz Kop, Quantum Technology Impact Assessment, EU AI Alliance, European Commission, April 20, 

2023, https://futurium.ec.europa.eu/en/european-ai-alliance/best-practices/quantum-technology-impact-

assessment 
47 Mauritz Kop, Mateo Aboy, Timo Minssen, Intellectual property in quantum computing and market power: a 

theoretical discussion and empirical analysis, Journal of Intellectual Property Law & Practice, Volume 17, Issue 

8, August 2022, Pages 613–628, Oxford University Press (2022) https://doi.org/10.1093/jiplp/jpac060 

https://www.csis.org/analysis/optimizing-us-export-controls-critical-and-emerging-technologies-working-partners
https://www.csis.org/analysis/optimizing-us-export-controls-critical-and-emerging-technologies-working-partners
https://fsi9-prod.s3.us-west-1.amazonaws.com/s3fs-public/2023-11/2023-10-27_-_minha_lee_-_quantum_computing_mapping_supply_chain_vulns_final.pdf
https://fsi9-prod.s3.us-west-1.amazonaws.com/s3fs-public/2023-11/2023-10-27_-_minha_lee_-_quantum_computing_mapping_supply_chain_vulns_final.pdf
https://futurium.ec.europa.eu/en/european-ai-alliance/best-practices/quantum-technology-impact-assessment
https://futurium.ec.europa.eu/en/european-ai-alliance/best-practices/quantum-technology-impact-assessment
https://doi.org/10.1093/jiplp/jpac060
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incentives and have adverse, counterproductive results.48 With this in mind, states and research 

institutions should, therefore, look beyond ideological differences to identify the values they share. 

Keeping quantum R&D ‘as open as possible and as closed as necessary’ on such a basis will enable 

states to pursue international partnerships based on Responsible Quantum Technology and to accelerate 

quantum R&D even as they actively shape its direction. This is particularly relevant in fundamental 

quantum-physics research; in the quantum-standardization arena; and in the early phases of 2G QT 

development. 

A commonly pursued R&D goal should be to develop unified quantum interoperability standards, 

avoiding a quantum splinternet. Bespoke, pluralistic quantum innovation mechanisms consisting of 

articulated antitrust law enforcement in concert with collaborative intellectual-property rights structures 

and fair-trade conditions should contribute to fair and equitable access to essential QT knowledge goods, 

notably including Majority World Countries.49 In this light, quantum treaties should support the right to 

use essential facilities, compelling the availability of licenses that effectively democratize foundational 

knowledge and prevent QT from exacerbating existing inequalities.  Mitigating the effects of a quantum 

arms race where quantum is used for defensive and offensive purposes50, countries should seek trade-

offs to enhance mutual understanding, build trust, and deepen pragmatic cooperation as well as 

strengthening national autonomy. A winner-takes-all dynamic should be prevented in both economic, 

political, and ethical terms. Ideally, knowledge sharing should be rewarded as far as is reasonable. 

What’s more, fostering a vibrant public domain should become standard public policy, resulting in 

positive synergies and long-term network effects. That said, crucial security, competition, and resilience 

risks should not be ignored. Keeping in mind this bigger geopolitical picture highlights the need for 

reciprocity and for finding trade-offs, mitigating the cost of lost opportunity. 

 

Conclusion: Navigating the Current Regulatory Vacuum. 
As quantum technologies advance, ethical, legal, socio-economic, and policy (ELSPI) challenges 

become increasingly urgent, especially with emerging quantum/AI hybrid platforms like Quantum 

Artificial Intelligence (QAI), Quantum Machine Learning (QML), Quantum Neuromorphic Computing 

(QNC), and Quantum Large Language Models (QLLMs). Second-generation (2G) quantum devices that 

exploit superposition, entanglement, and tunneling bring new capabilities and risks, yet current legal 

frameworks are insufficient to manage these unfamiliar frontiers.  

In this new cycle of technology governance, responsible quantum innovation must remain a top priority. 

To ensure responsible oversight policymakers should draw lessons from fields such as agentic AI, 

semiconductors, nanotechnology, spatial computing, genetic engineering, and nuclear technology, 

seeking to avoid similar calls for moratoria.51 Achieving a thorough grasp of quantum’s applied 

possibilities is the first step toward managing associated anthropogenic risks, drawing on earlier 

technology governance cycles and steering society to a secure quantum future. 52 

 
48 See e.g. https://policy.trade.ec.europa.eu/help-exporters-and-importers/exporting-dual-use-items_en and 

https://www.trade.gov/us-export-controls  
49 Aboy, M., Minssen, T. & Kop, M. Mapping the Patent Landscape of Quantum Technologies: Patenting Trends, 

Innovation and Policy Implications. IIC 53, 853–882 (2022). https://doi.org/10.1007/s40319-022-01209-3  
50 Elija Perrier, Quantum Information Technologies and Public International Law - A Strategic Perspective, 3 

Stanford Center for RQT Research Series (2024), https://law.stanford.edu/publications/quantum-information-

technologies-and-public-international-law-a-strategic-perspective/  
51 See e.g. Reuters, U.S. Congress to consider two new bills on artificial intelligence, June 9, 2023, 

 https://www.reuters.com/technology/us-congress-consider-two-new-bills-artificial-intelligence-2023-06-08/  
52 See e.g. https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/fact-sheet-president-

biden-announces-two-presidential-directives-advancing-quantum-technologies/  

https://policy.trade.ec.europa.eu/help-exporters-and-importers/exporting-dual-use-items_en
https://www.trade.gov/us-export-controls
https://doi.org/10.1007/s40319-022-01209-3
https://law.stanford.edu/publications/quantum-information-technologies-and-public-international-law-a-strategic-perspective/
https://law.stanford.edu/publications/quantum-information-technologies-and-public-international-law-a-strategic-perspective/
https://www.reuters.com/technology/us-congress-consider-two-new-bills-artificial-intelligence-2023-06-08/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/fact-sheet-president-biden-announces-two-presidential-directives-advancing-quantum-technologies/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/fact-sheet-president-biden-announces-two-presidential-directives-advancing-quantum-technologies/
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This paper highlighted the current regulatory vacuum and the role of frameworks like RQT, quantum-

ELSPI and self-assessment tools in proactively guiding responsible development in the interim. As the 

world enters the era of quantum utility, we can guide quantum systems toward collective social and 

environmental benefit by actively embedding shared principles, values and standards into their design, 

infrastructure, and deployment.53 

Proactive engagement can ultimately lead to universal technical standards and protocols such as those 

developed by ISO and IEC, adaptive use case focused regional quantum regulations like the EU 

Quantum Act, as well as overarching governance frameworks in the form of a non-proliferation treaty 

for quantum that reduces the chances of great power conflicts. Similarly, international collaboration -in 

particular between Europe, Asia, the Middle East, and the United States- can help harness quantum’s 

promise in addressing grand challenges like economic inequality, climate change, and global health. 

 

 
53 Kim, Y., Eddins, A., Anand, S. et al. Evidence for the utility of quantum computing before fault tolerance. 

Nature 618, 500–505 (2023). https://doi.org/10.1038/s41586-023-06096-3  

https://doi.org/10.1038/s41586-023-06096-3

