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PARADOX
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The „privacy paradox“ - 2001

“A: […]... its quite worrying to think how 
much information about me is on the web, 
you’re shopping habits, what food you eat, 
what cigarettes you buy.

[…]

B: But it doesn’t stop you from doing it?

A: No …”
Source: Brown, Barry (2001), Studying the Internet Experience, p. 17

Coining of the term “privacy paradox” – people care about privacy but they are acting against it. We are asking: 
How can we empower people to make informed choices and thereby change the digital transformation for the better?!
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The „privacy paradox“ – 6 months of ChatGPT

Open AI’s ChatGPT was launched November 2022
– without thinking a lot about the impact!
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The „privacy paradox“ - 2023

1 million users: 5 days 100 million users: 2 months!
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The „privacy paradox“ - 2023

Quote:
Jan Leike, Alignment team lead at OpenAI!
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TRUST 
PARADOX
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Trust paradox – complexity is a problem

Source: https://www.vice.com/en/article/m7epda/its-bad-design-on-purpose-why-website-
cookie-banners-look-like-that (“Experiment” with cookie banners of 76 websites)

“Thirteen websites had a consent 
banner but gave me no option to opt 
out, or it was so complicated and time-
consuming I simply had to give up.”

! In 2023, even the most basic privacy settings are hard to navigate …

https://www.vice.com/en/article/m7epda/its-bad-design-on-purpose-why-website-cookie-banners-look-like-that
https://www.vice.com/en/article/m7epda/its-bad-design-on-purpose-why-website-cookie-banners-look-like-that
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Trust paradox – the silver bullet?
iOS 14.5: Tracking opt-in

App store privacy labels

! Navigating privacy, cybersecurity, transparency, data fairness needs to be easy
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Trust paradox – the silver bullet?

Further reading: Kollnig, Shuba, Van Kleek, Binns & Shadbolt. 2022. Goodbye Tracking? Impact of iOS App Tracking Transparency and Privacy Labels. (https://arxiv.org/pdf/2204.03556.pdf) 

Source: MyTracker (https://tracker.my.com/blog/208/att-tracking-requests-in-ios-14-5-by-country-and-app-category-after-1-year?lang=en) 

! Europe tracking opt-in rates (April 2022)

https://arxiv.org/pdf/2204.03556.pdf
https://tracker.my.com/blog/208/att-tracking-requests-in-ios-14-5-by-country-and-app-category-after-1-year?lang=en
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One more thing: Don’t let the fox guard the henhouse

! ...
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REDUCE 
COMPLEXITY 
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Digital Responsibility Goals providing guidance. 
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TRUST INSIDE

Measurable criteria will be enabling transparency 
and comparability, helping us to building trust.



© Identity Valley 2023

Complexity is rising…
We should change course now.

Brain-computer-interfaces

Generative AI

Metaverses

IoT sensors



© Identity Valley 2023

Content

Identity Valley Strategy and Impact Model. 
It´s all about trust.

POSSIBILITIES of technology 

& assumption of RESPONSIBILITY
by companies, institutions and states. 

“What CAN technology do?”
>> “What SHOULD technology do?”
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Let´s get in touch:
identityvalley.org
linkedin.com/company/identityvalley

Identity Valley.
It´s all about trust.

Jutta Juliane Meier
Founder & CEO  
jj.meier@identityvalley.org

Ferdinand Ferroli
Director Policy & Research
f.ferroli@identityvalley.org  

YOU & ME. Here and today: 
Let´s get connected! Thanks for your attention.


