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A EUROPE FIT FOR THE AGE OF AI? IMPLEMENTING THE
DIGITAL RESPONSIBILITY GOALS WITHIN EUROPE’S
DIGITAL DECADE ROADMAP

An Approach for Implementing the Digital Responsibility Goals Index. From Big Tech to Responsible Tech.
Made in Europe.

Abstract:

This dossier builds up on Europe’s Digital Decade Programme, describing the Digital Responsibility Goals
(DRGs) their purpose, and their relevance for Europe ‘s future. How can we protect people’s and business’
data while empowering them? How can we protect our kids online? Being aware that a digital environment
has an impact on our health, democracy, identity, trust and dignity and freedom. How can we monitor the
digital rights and principles as well as the DRGs? How can we change business models, reshape the whole
ecosystem, encourage startups, SMEs, innovators, industries, and investors to make choices based on
embedded values? How do we start ACTING instead of just RE-acting and build a (digital) world full of
RESPONSIBLE Tech instead of just BIG Tech?

This document makes a first proposal for implementing digital responsibility through an Index based on the
Digital Responsibility Goals guiding criteria, enabling a non-legislative “race to the top” of responsible digital
technology. In these times of upheaval in our digitised world Europe has the unique opportunity to change
the trajectory of digital progress. Away from the old question of “What can technology do?” to “What should
technology do?” - towards responsible and human-centered digital technology. How can we find solutions,
build capacity and, reach out to a critical mass in time? Implementing the Digital Rights and Principles as well
as the DRGs into Innovation Hubs and multi-country projects all over Europe, implementing these Principles
and Goals into the Digital Strategies not just of innovation hubs, corporations, scientific institutions, federal
states but all member states could be a way forward. We are responsible. We care. Digital Responsibility.

Made in Europe.
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1 Our contribution: The 7 Digital Responsibility Goals

Digital technologies have the potential to improve people‘s lives, but it's important to use them responsibly.
Today more than ever, technological innovations and their use need to be geared towards promoting the well-
being of people and society.

By now we have understood that the internet and digital technologies bring negative side effects tearing at
the social fabric of our societies. Privacy concerns, disinformation, biased algorithmic decision-making, a lack
of self-determination or manipulation of our behaviours have led to an erosion of trust, polarisation and
disorientation. Only with a shared European vision are we able to get back on track towards a digitalisation
that works for the people.

To address this need for a shared vision, IDENTITY VALLEY has developed a framework of guiding principles
for a digital future that prioritizes human identity, social cohesion and trust. This framework - being
developed in a multistakeholder approach with several digital experts in Europe - is comprised of seven Digital
Responsibility Goals (DRGs), each designed to reduce complexity in our increasingly digitised lives and make
responsible behaviour in the digital world visible, comparable, and comprehensible.
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Figure 1: The 7 Digital Responsibility Goals
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Those DRGs are:
e easy to understand, making complex characteristics of digital applications, such as cyber security or
data fairness, more approachable to non-professionals
e measurable, allowing for comparability and a concrete path towards trustworthy and human-centric
digital solutions
e principle-based and therefore future-proof (e.g. also applicable to emerging technologies, like Web
3.0, digital identities ...)

By utilizing the DRGs as guiding principles in the conception and operation of digital services, we can promote
trustworthiness "by design" and provide a recognizable badge of digital responsibility.

Leading organizations and companies are committed to the United Nations’ 17 Sustainable Development Goals
(SDGs). Following the same logic, addressing the digital dimension, going beyond a purely “corporate
perspective” as proposed by the Corporate Digital Responsibility approach the 7 DRGs aim to guide decision
makers, companies and other stakeholders, such as researchers and users, to develop trustworthy digital

products and services.

The DRGs provide an opportunity for various stakeholders and decision-makers from businesses, regulators,
academia and civil society to form a common agenda and plan a common course of action to deal with a
human-centered digital transformation: DRG #1 “Digital literacy” is at the forefront of the DRGs, as only
knowledge, education, and comprehensive information can be the basis of all self-determination and decision-

making. This includes access to the technological infrastructure itself.



Goals 2 to 6 of the DRGs are oriented along the data value chain — from the security of the system (DRG #2
“Cybersecurity”) as the technological basis, to the protection of personal data (DRG #3 “Privacy”) — as a
European promise — and a new understanding of how to handle non-personal information and data fairly
(DRG #4 “Data Fairness”), responsible collection, processing and explainability (DRG #5 “Trustworthy
Algorithms”) and transparent communication of behaviour (DRG #6 “Transparency”).

Finally, as the big social closing bracket — the protection of our identity as well as the preservation of human
agency (DRG #7 “Human Agency & Identity”) in the digital space.

In this representation of the DRGs, people and their identity are elevated from their previous position as
marginal figures to a “sovereign bracket” and at the same time to the center of digital transformation.

2 The Challenges

When the World Wide Web was born in 1989 many of the things that are normal today would have sounded
like science fiction of the far future: smartphones, cryptocurrencies or artificial intelligence that suggests
recipes based on a photo of the contents of your refrigerator!. But for all the human ingenuity we must ask
ourselves if the innovative digital technologies that permeate so much of our lives today are really serving us
and our interests or if it is the other way round. The history of digitalisation is not only full of ingenuity, it is

also full of privacy disasters, discrimination, damage for our democracies or our mental wellbeing.

We must not repeat the mistakes of the past. The challenges ahead are clear — this time we should act before

we need to react.

2.1. Move fast and mend things

With the growing maturity of so-called foundation models (large pre-trained artificial intelligence systems)
the capabilities of digital technologies are evolving rapidly. Easily accessible generative Al systems like
MidJourney for images or ChatGPT for text are spreading like a wildfire. While the potential for productivity
gains (or workforce rationalisation) loom large so are the potential consequences for society, democracy and

humanity at large.

The immediate danger is not that these systems are able to take control over human civilization. Those systems
can't think, reason or tackle abstract problems (yet)’. But the challenges they create and the lack of
responsibility by their creators are already quite palpable, exemplified by a disregard for privacy?3, safety of

vulnerable groups* or copyright®.

! https://twitter.com/sudu_cb/status/1636080774834257920
2 Marcus & Davis (2023), How Not to Test GPT-3 (https://garymarcus.substack.com/p/how-not-to-test-gpt-3)

3 Politico (2023), Italian privacy regulator bans ChatGPT (https://www.politico.eu/article/italian-privacy-regulator-bans-chatgpt/)
* The Brussels Times (2023), Belgian man dies by suicide following exchanges with chatbot

(https://www.brusselstimes.com/430098/belgian-man-commits-suicide-following-exchanges-with-chatgpt)
> The Verge (2023), AI art tools Stable Diffusion and Mld]ourney targeted with copyright lawsuit
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https://garymarcus.substack.com/p/how-not-to-test-gpt-3
https://www.politico.eu/article/italian-privacy-regulator-bans-chatgpt/
https://www.brusselstimes.com/430098/belgian-man-commits-suicide-following-exchanges-with-chatgpt
https://www.theverge.com/2023/1/16/23557098/generative-ai-art-copyright-legal-lawsuit-stable-diffusion-midjourney-deviantart

It does not need a lot of imagination to come up with scenarios in which these systems lead to even more
damaging consequences like flooding the internet with tailor-made false information, enabling mass-scale

online defrauding schemes or assisting in large orchestrated cyberattacks.

Picture 1: Three fictional photographs created with generative Al

Experiments have shown that GPT-4 will lie to a human to outsmart a CAPTCHA - which is normally
deployed to keep bots away.® So, it is not too hard to extrapolate that future versions will be able to acquire
resources, avoid being shut down, copy themselves and escape "the box". Even though some argue that
training and operating more advanced AI models will face bottlenecks of computational power? in the short

term, the potential for negative consequences for our democratic societies are already very real.

Legislation and official guidelines are indispensable in this regard. However, the dynamics of technological

progress challenge societal developments and ethical considerations beyond the reach and speed of legislation.

A dynamic, decentralised, bottom-up approach will be needed to supplement legislative efforts, raise
awareness, and demand responsibility from companies, organisations and administrations on every level:

local, regional and global.

2.2. The trust paradox

In 2001, the IT company Hewlett Packard published an early study on the consumer behavior on the internet.
The study explored in particular the concerns of users in regard to privacy and security. Exchanges like the
following between interviewee (A) and interviewer (B) were a recurring theme throughout the study and

hence led to the coining of the term “privacy paradox”:

“A: [...] its quite worrying to think how much information about me is on the web, you're

shopping habits, what food you eat, what cigarettes you buy.

[...]

¢ The Washington Post (2023), ChatGPT Can Lie, But It’s Only Imitating Humans
(https://www.washingtonpost.com/business/2023/03/19/chatgpt-can-lie-but-it-s-only-imitating-humans/814706ee-c650-11ed-9cc5-
a58a4f6d84cd story.html)

7 The Economist (2020), The cost of training machines is becoming a problem (https://www.economist.com/technology-
quarterly/2020/06/11/the-cost-of-training-machines-is-becoming-a-problem)
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B: But it doesn 't stop you from doing it?
A:No ..”

And the privacy paradox lives to this day. You don’t have to dig deep to find examples of the fact that people
value their privacy online but act against it. Open AI’s chatbot ChatGPT is just one of the most prominent
present examples: Open Al is transparent about the experimental state of their product as well as the many
pitfalls concerning, among other things, harmful content, disinformation, privacy or cybersecurity.® Also, for
a limited time a bug allowed some people to see another user's first and last name, email address, payment

address, last four digits of a credit card number and credit card expiration date.’

Nevertheless, ChatGPT has broken records in adoption. It took only five days to reach one million users and
only two months to break the 100 million barrier. People seem mostly oblivious to the limitations and risks
of the technology up to the point where large companies began to restrict employees use of the Chatbot to

protect their own sensitive company data.!°

In their current state the errors and inconsistencies of these generative systems have marginal consequences
for the individual in the real world (however, societal problems like disinformation can already be quite real).
But as those systems control more and more of our economies and societies the difference between desired
outcomes and actual outcomes may cause substantial harm. In discussions around AI this is called the
“alignment problem” which describes the challenge of aligning Al systems with human values. Combining
the privacy paradox with the alignment problem it can be reasonably assumed that we are heading towards a
“trust paradox” — the blind trust in technology that cannot be trusted (yet), not only in matters of privacy but
more general in matters of alignment with human values. The best evidence for this paradox comes in form

of a Tweet from Jan Leike, Open AI’s “Alignment Team lead” himself:

Z Jan Leike
= @janleike

Before we scramble to deeply integrate LLMs everywhere in the
economy, can we pause and think whether it is wise to do s0?

This is quite immature technology and we don't understand how it
works.

If we're not careful we're setting ourselves up for a lot of correlated
failures.

6:56 PM - Mar 17, 2023 - 382:1K Views
Picture 2: Tweet by Jan Leike, Alignment Team lead of Open Al

So, how can the trust paradox be overcome? There is no silver bullet. But we believe that reducing complexity

will help. We need to distil the complex concepts of the digital world into an understandable and

8 Open AI (2023), GPT4-System Card (https:/cdn.openai.com/papers/gpt-4-system-card.pdf)

° The Verge (2023), ChatGPT’s history bug may have also exposed payment info, says OpenAI
(https://www.theverge.com/2023/3/24/23655622/chatgpt-outage-payment-info-exposed-monday)

10 Axios (2023), Companies are struggling to keep corporate secrets out of ChatGPT (https://www.axios.com/2023/03/10/chatgpt-ai-
cybersecurity-secrets)
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comprehensible framework. Only when identifying responsible technology is easy responsibility will trump

convenience and the trust paradox can be overcome.

2.3. Optimise for humans?

“Optimisation” is a keyword to understand our digital world and how we got here. Algorithms underlying
digital products are often trying to optimise (maximise or minimise) a specific metric. The algorithms of early
social media, for example, were geared towards maximising the time spent on the website — which inevitably
created an addictive environment for users. A later change to maximise for “engagement” enabled the outrage

machine that social media is today.!

Picture 3: Disney’s “The Sorcerer's Apprentice” — trying to automate a task spirals out of control - be careful what you optimise for.

Not only do those metrics often miss the complexity of human interactions and needs, but the best possible
human experience or positive societal effects are mostly not even part of the equation. This has a lot to do

with the ad-driven business models that are deeply entrenched in the fabric of the current digital economy.

To change these business models, we need to add new human-centred metrics to the optimisation equation
and demand their implementation. We believe that by introducing a measurable framework of human-
centred goals aimed at maximising trustworthiness, responsibility, and human wellbeing a “race to the top”

can be enabled. Comparing digital solutions according to their value for the individual and society will put

pressure on the digital business models of yesterday.

2.4. The geopolitics of digitalisation

Europe has consistently worked towards a digital world with the human at its centre. This approach, most
notably in the form of the General Data Protection Regulation, was seen by many as an innovation hampering,

self-righteous and outdated European idiosyncrasy. However, in recent years a window of opportunity has

11 The Wall Street Journal (2021), Facebook Tried to Make Its Platform a Healthier Place. It Got Angrier Instead
(https://www.wsj.com/articles/facebook-algorithm-change-zuckerberg-11631654215)
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opened to make this “idiosyncrasy” a power factor on the global stage. The global shift towards rethinking the
digital transformation goes beyond the dynamics of the “Brussels effect”. This shift is based on the realisation
that our current digital system is not sustainable for human prosperity. Now, Europe becomes the global leader
for this shift from Big Tech to Responsible Tech.

However, global players are not sitting idly by. The contest for shaping the digital world has long started.
China’s export of digital technology and expertise to many developing countries through its Digital Silk Road
initiative or the fact that of the top 10 most popular free apps on Apple’s US app store, four are developed
with Chinese technology should be of concern. '3 And domestically, China takes drastic steps to mitigate
undesired effects of digital technologies: The popular Chinese social app TikTok is not available in China and
its alternative Douyin has restrictions for users under 14 which includes a use limit of 40 minutes a day.!
Further, China’s cyber regulator has proposed rules that will, among other things, make providers responsible

for the legitimacy of data used to train generative AI'>.

The EU has already a track record as a global leader in the fight against climate change. And similar to
greenhouse gas emissions, digital technologies can rarely be contained within borders. That is why Europe

needs to use its economic and political power now to promote a shared vision for a global human-centred
digital transformation.

3 Towards a Digital Responsibility Index— empowerment from
local to regional to global

To confront these challenges, we need a common vision for a better digital world. The DRGs could be such a
unifying vision making Europe fit for the age of AL. They are designed to complement legislation dynamically,
reduce complexity, make trustworthy, human-centred digital technology visible and comparable, and offer a

way to scale globally.
How does it work?

The DRGs themselves stand as a target image for trustworthy and responsible technology. But their true
transformative power emanates from their measurability which in turn enables comparability. So, how do we
measure? Each goal is broken down into five guiding criteria. The guiding criteria define the desired actions
to enable a responsible digital space. In the assessment of a digital solutions these guiding criteria can be tied

to concrete measurable actions.

For example, one of the guiding criteria for DRG#1 Digital Literacy prescribes: “Information offered for digital

products, services, and processes must be designed individually and in a way that is suitable for the target

12 Council on Foreign Relations (2021), Assessing China's Digital Silk Road Initiative (https://www.cfr.org/china-digital-silk-road/)

13 CNN (2023), TikTok is owned by a Chinese company. So why doesn’t it exist there? (https://edition.cnn.com/2023/03/24/tech/tiktok-
douyin-bytedance-china-intl-hnk/index.html)

4 CNN (2023), TikTok is owned by a Chinese company. So why doesn’t it exist there? (https://edition.cnn.com/2023/03/24/tech/tiktok-
douyin-bytedance-china-intl-hnk/index.html)

15 Reuters (2023), China proposes measures to manage generative Al services, (https://www.reuters.com/technology/china-releases-
draft-measures-managing-generative-artificial-intelligence-2023-04-11/)
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group”. A metric derived from this guiding criterion could be “clarity of terms and conditions” which can be

measured by analysing the reading level (e.g. along the CEFR levels) and time.

However, which threshold is required to determine that a digital solution is “responsible” depends heavily on
the application context. For example, if a solution is used for industrial processes, different requirements for
privacy, security, and transparency may apply than for medical applications. Similarly, cyber-security
requirements for simple websites differ from those for systems that support everyday social activities and
maintain them in key sectors such as health, education, finance, energy, and transportation. In this respect,

measurement must always be accompanied by a classification of the application environment.

Visually each metric can be represented in colour nuances according to the respective “level of maturity”. By
evaluating each guiding criteria along concrete metrics an overall picture of the responsibility and
trustworthiness of a digital solution emerges. Supplementing each metric with a numerical score ultimately

enables the ranking  within an index and thus establishes comparability.

—— Leitkriterium Guiding Criteria DRG#4.3
—— Leitkriterium Guiding Criteria DRG#4.2

—— Leitkriterium Guiding Criteria DRG#4.1

Bewertung in Reifegraden Assessment in Maturity Levels
Grundlegend: Basis geschaffen Substancial- Base created
Mitmel: Erfilllung forrgeschritten Advanced: Fulfillment advanced
Hoch: Verhalten vorbildlich High: Exemplary behavior

Picture 4: Visualisation of DRG evaluation

The index approach not only incentivizes companies, organizations and administrations to strive for digital
trustworthiness as an added value, but it also empowers users to conveniently choose digital services

prioritizing digital responsibility and human identity.
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Picture 5: Mock-up of a DRG index to granularly visualise the trustworthiness of a product at one glance.

In order to create this index and determine the underlying metrics Identity Valley is participating in two large
research projects (EU: DRG4FOOD, DE: TEAM-X) to operationalise the DRGs in practical applications and

test the robustness and suitability of the goals in a real-world context.

The DRGs provide a holistic framework for a path towards trustworthy and human-centred digital technology

that is easily trackable and transparent. Their principle-based approach ensures that the objectives at their



core won’t need to be adapted as technology evolves further. The values on which they are based are universal
and thus transcend linguistic or cultural barriers. This means that everyone — from local to regional to global
—is empowered to transform our increasingly complex virtual world into a trusted digital ecosystem in which

social and economic interactions can flourish.

Accordingly, Member States can utilize the DRGs as a performance indicator for their digital strategies,
businesses can tailor their digital services to meet clear objectives of trust, civil society can boost awareness,

and individuals can demand trustworthiness in their increasingly digital lives.

4 Conclusion: We need a course correction now

Our lives are interwoven with digital technology. We spend an increasing amount of time online, be it for
entertainment, social interaction, learning or banking. Advances in artificial intelligence will lead to even
more interaction with digital technologies. These technological innovations can make our lives exponentially

better. However, assuming that current digital technology is not well aligned with human values and interests,

potential problems will only grow proportional to the further integration of digital technologies into our lives.

@ The Impact Will Be Real

Picture 6: Screenshot from a Meta advertisement for the metaverse on Youtube

If we don’t correct course now the technological trends on the horizon will follow the same trajectory as in
the past. The metaverse, for example, will connect us and our surroundings much more deeply with digital
technology, allowing us to experience entertainment, education but also commerce in entirely new and much
more personal ways. The potential for harm will increase accordingly. A promotional video for Meta’s concept
of a metaverse hits the nail on the head in this regard and should be understood as a word of caution: “The

metaverse may be virtual but the impact will be real”.



Europe’s digital decade policy programme as well as the Digital Rights and Principles strike exactly the right

chord in these times of radical change. But we need to move from intention into action soon. Identity Valle

is ready to support the EU in this endeavour.

Figure 2: The 7 Digital Responsibility Goals fulfilling the next steps of the Digital Decade programme

5 Discussion

To be discussed at the Workshop on April 20th: Preparing the State of The Digital Decade Report 2023.

Thanks for the invitation, we are very much looking forward to the discussion!
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