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Privacy as a Challenge

The use of home monitoring technologies enables early intervention after detection of a critical

events but can also violate privacy. How may an acceptable balance be achieved?

Wearable and smart sensors are increasingly being introduced to support health and care in

patients’ homes. For example, António, a 33-year old male who is paralysed from the waist-down

lives in a flat equipped with smart home technology that enable his carers to detect unexpected

changes in his activities of daily living. So, on the one hand, the data collected by the smart

sensors must be securely transferred, stored and handled. Moreover, António has the right to

know who has access to his data and how it is being used. On the other hand, Antonio must also

be informed of and understand what can and what cannot be detected and, equally important,

what kind of assistance he may expect when unexpected events or trends are detected.

Key Issues Regarding Privacy

To improve person-centred care wearables and home monitoring technologies may be a valuable

tool. However, their use introduces new risks. Data is generated by wearables or monitoring

technologies, such as sensors that detect a fall, use of kitchen, bathroom etc., movements, doors

left open, bed-time, sleep patterns etc. This data needs to be kept confidential but on the other

hand needs to be easily accessible when needed by carers. Therefore, the right to privacy and

autonomy needs to be balanced against the need for care and thus carers’ obligation to deliver

timely care.

When considering monitoring at home, caregivers need to be aware of the dangers of invading

patients’ privacy in a way the patients had not expected and believe they have not assented to

when agreeing to have the technologies implemented.

On the other hand, being too cautious could result in failing to offer and implement simple ways of

detecting when the patient needs urgent help and thus failing to save the patient from death or

becoming permanently impaired due to too-late intervention.

It is a typical concern of families that a critical event (eg. a fall) or trend (eg. dehydration/sepsis)

may occur unnoticed – and therefore sensor-based monitoring is liable to bring some peace of

mind to patients, their families, and carers.

Supporting Mechanisms and Tools that Help

Address the Topic

Digital tools

Wearable and non-wearable sensor tools including: Non-invasive body sensors (wearable

accelerometers worn on wrist, waist, leg); passive wireless infrared sensors; unobtrusive sensing

technologies with signal processing of Internet-of-Things data; sleep pattern detectors; utilities

consumption patterns (water, power); motions sensors detecting exits/entrances, walking speed,

gait.

Non- Digital tools (e.g. policies)

CWA 17502-Guidelines for introducing ambient and wearable monitoring technologies

balancing privacy protection against the need for oversight and care

The Guidelines propose a risk governance model that tackles the aim to achieve an ethically

responsible balance between the duty to respect privacy and the duty of care. The aim of risk

government is to identify, assess, manage and communicate risks.1   The care challenge in this

model is described as risk management process and is divided into three phases:

1. Overview of monitoring resources, capabilities and services

2. Assessment of risks and benefits of any given monitoring set-up

3. Risk agreement in the form of an Informed Consent process 

- The first phase aims at an overview of the technical system, the type events that can be

detected, and the possible care service responses when a critical events or trends are detected.2

- The second phase consist of an assessment of risks, benefits and limitations.

“There are three types of risks associated with monitoring:

the risk of unwanted access to personal information (privacy violation);

security breaches (confidentiality; integrity of data; availability of data);

the risk of an inadequate or missing response which may arise either because of a technical 

failure or a care response failure (care that is wrong, inadequate, too late, or missing).”3

There are psychological and clinical benefits associated with monitoring. The knowledge that care

assistance staff will be alerted in case of a critical event may reassure care receivers and their

families, and care staff. Moreover, monitoring can be an early warning of health safety events that

may progress to more serious conditions or death if remaining undetected for longer periods.  



Care providers, private as well as public carers and care organisation; Care receivers / patients;

Health authorities; Political decision makers; Organisations representing care receivers and care

providers.

Main Stakeholders Concerned 

Guide on Achieving Privacy When Using 

Monitoring Technologies

Furthermore, monitoring technologies and services have the potential to empower care receivers

involving them in tracking their own course of health and activties.4

The risk of privacy violations should be controlled by the risk agreement in the form of an informed

consent process - see below.

The information security standards of the involved organisations should be adequate to ensure

confidentiality, integrity of data and availability of data. Technical risks of inadequate or missing

alerts should be managed and controlled by the organisational units responsible for the technical

system, whereas care response risks (care that is wrong, inadequate, too late, or missing) should

be dealt with by the organisational unit responsible for care quality management.

- The third phase, the informed consent process must engage the patients in an interactive

dialogue to determine the scope of their specific plan for monitoring set-up. The informed consent

process should consider the following elements:

disclosure of information; 

capacity of the individual or representative to make a decision; 

comprehension of the information; 

voluntary nature of the decision. 

Special attention must be made in case the patient is frail or incapacitated. The care provider must

ensure that the care receiver has the mental capacity to make the decision about the use of the

monitoring system (capacity evaluation). When in doubt, the care provider has to seek the

permission of the care receiver to contact other people who might be able to clarify the capacity

status (e. g., family member, caregiver, or physician). In case the care receiver has the legal status

of diminished capacity, documents supporting this should be filed (in copy) with the informed

consent document. If a care receiver has the legal status of diminished capacity the information

should be provided to the proxy decision-maker and, in addition, to the care receiver in a version

adapted to the capacity limitations in question.

Examples, Good Practices and Evidence of

Impact Relevant to the Topic

The prCWA 17502:2020 report lists three examples or vignettes of that illustrate different types of

minor and potentially greater misunderstandings and violations: Unintended invasion of privacy;

Failure to live up tp duty of care; Failure to update balance between privacy and duty of care.

Privacy of monitoring technology — Guidelines for introducing ambient and wearable 

monitoring technologies balancing privacy protection against the need for oversight and care 

(2020): https://orbit.dtu.dk/en/publications/privacy-of-monitoring-technology-guidelines-for-

introducing-ambie 

European Data Protection Supervisor on Technology Monitoring: https://edps.europa.eu/data-

protection/our-work/technology-monitoring_en  

See also how mHealth- the use the of mobile devices and wearable devices for healthcare 

purposes- needs to consider the application of privacy legislation, specifically the General 

Data Protection Regulation in an article on “Protecting patient privacy in digital health 

technology” by Eric Wierda et al. here:  https://innovations.bmj.com/content/6/4/170 

See also the Blueprint guide on the Medical Device Regulation and apps

Endnotes
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 2. Ibid, p.12.
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